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Count x00000000

0x00000000 Count.
Lock: x00000000 ; #0 means unlocked

0x00000000 ; #0 means unlocked Lock:

0x00000000 Count:
0x00000000 ; #0 means unlocked Lock

0x00000000
0x00000000 ; #0 means unlocked
, =Lock , =Lock

, =Count ount , =Count
s Any context switch ! ; .

needs to clear
reservations

, =Lock , =Lock
Count.
! . Any context switch
needs to clear
reservations

for_enter: for_leave: for_enter: for_leave: for_enter:

end_for_enter

for_leave: for_enter: for_leave:
. , #e
end_for_leave end_for_enter

fail_enter:

end_for_enter end_for_leave end_for_enter end_for_leave end_for_leave

fail_enter: fail_leave: fail_enter:

fail_leave: fail_enter: fail_leave: fail_leave:

fail_enter ; if locked , failleave ; if locked , fail_enter ; if locked , failleave ; if locked
; lock value 5 lock value
lock lock

, fail_leave ; if locked , fail_enter ; if locked , fail_leave
) lock value L ; lock value .

try lock b ; try lock
if touched , fail_enter ; if touched
sync memory ; sync memory

, fail_enter ; if locked

; lock value

b ; try lock

, fail_enter ; if touched
; sync memory

; if locked
; lock value

, [r3] ; try lock

, fail_leave ; if touched

; sync memory

, [r3]
, fail_leave

Critical section |

1
Critical section Critical section

Critical section Critical section

1 1
Critical section Critical section Critical section

; sync memory sync memory
; unlock value ; unlock value
; unlock unlock
1 . 5 S
_leave for_enter _enter
end_for_leave: end_for_enter: end_for_enter.

for_leave _enter
end_for_leave end_for_enter:

0x00000000
0x00000000 ;

, =Lock

, =Count

#0 means unlocked

wia—

Mutual Exclusion Mutual Exclusion Mutual Exclusion

Any context switch
needs to clear
reservations

: Asks for permission Mutual exclusion Beyond atomic hardware operations Beyond atomic hardware operations
for_enter: for_leave: | Count 0x00000000 ‘

end_for_enter
fail_enter:

. [
, fail_enter ; if locked
= ; lock value
1 ; try lock
, fail_enter ; if touched
; sync memory

— 1
Critical section

; sync memory
; unlock value
; unlock
for_enter
end_for_enter:

end_for_leave

fail leave

fail_leave

[r3]
, fail_leave

for_leave
end_for_leave:

if locked
lock value
try lock

if touched
sync memory

Critical section |

; sync memory
; unlock value
; unlock

Mutual Exclusion

Beyond atomic hardware operations

Semaphores

Types of semaphores:

+ Binary semaphores: restricted to [0, 1] or [False, True] resp.
Multiple V (Signal) calls have the same effect than a single call,
« Atomic hardware operations support binary semaphores.

« Binary semaphores are sufficient to create all other semaphore forms

* General

(counting

number; (range lim-

ited by the system) P and V increment and decrement the semaphore by one.

+ Quantity semaphores: The increment (and decrement) value for
the semaphore is specified as a parameter with P and V.

w Alltypes of semaphores must be initialized:

often the number of processes which are allowed inside a critical section, i.e. 1",

0x00000000
x00000001
ena

ount .
Any context switch
needs to clear
for_enter: .

reservations
end_for_enter
wait_1:

; if Semaphore = 0
; dec Semaphore

| Critical section |

; inc Semaphore
; update

for_leave:

100

end_for_leave

wait_2:

[r3l

, wait 2

1
[r3]

wait_2

L #
for_leave

end_for_leave:

; if Semaphore = 0
dec Semaphore

; sync_memory

Critical section |

; inc Semaphore
; update

Any context switch
needs to clear
reservations

for_enter:
end_for_enter
enter_strex_fail:
, [41 ; tag [r4] as exclusive
, [r41 ; only if untouched
, enter_strex_fail

for_enter
end_for_enter:

Asks for forgiveness
Count |

for_leave:

end_for_leave
leave_strex_fail:

, [r41 ; tag [r4] as exclusive
1

L0041 ; only if untouched
, leave_strex_fail

, 0
for_leave

end_for_leave:

w Light weight solution — sometimes referred to as “lock-free” or “lockless.

0x00000000
0x00000001
=Sema
Count.

for_enter:

end_for_enter

. 3]
, wait_1 ; if Semaphore

Critical section |

for_enter
end_for_enter:

0x00000000
0x00000001

Any context switch
needs to clear

for_enter: .
reservations

end_for_enter

wait_1:

; if Semaphore
dec Semaphore

- Critical section
signal_ e

; inc Semaphore
try update
if touched
sync memory

, signal 1

for_enter
end_for_enter:

, =Sema

for_leave:

end_for_leave

[r3l

, Wait_2 ; if Semaphore

Critical section

Al
for_leave
end_for_leave:

for_leave:

end_for_leave
wait_2:

, wait_2 ; if Semaphore
) ; dec Semaphore
2 [r3]
, wait_2
; sync_memory.
Critical section
signal_2: —

inc Semaphore

; sync memory

, #
for_leave
end_for_leave:

Semaphores

Basic definition (Dijkstra 1968)

Assuming the following three conditions on a

shared memory cell between processes:

« asetof processes agree on a variable § operating as a

flag to indicate synchronization conditions

« an atomic operation P on S
P(S)

for ‘passeren’ (Dutch for ‘pass’):

v this is a potentially delaying operation

« an atomic operation V on S — for ‘vrygeven’ (Dutch for ‘to release’):

V(S):

e then the variable § is called a Semaphore.

0x00000000
0x00000001

. =Sema

, =Count

for_enter:

end_for_enter

. 03]

, wait_1 ; if Semaphore
L ; dec Semaphore
, [r31 ; update

ction
| Critical section |

or_enter
end_for_enter:

for_leave:

end_for_leave

, [r3l

, wait_2 ; if Semaphore = @
f ; dec Semaphore

, I3 ; update

Critical section |

for_leave
end_for_leave:

Mutual Exclusion

Semaphores

Semaphore := 1;

task body Pi is
begin
loop
- non_critical_section_i;

end loop
end Pi;

e Works?

task body Pj is

begin

- non_critical_section_j;

Semaphores

...as supplied by operating systems and runtime environments

« asetof processes P;...Py agree on a variable
as a flag to indicate synchronization conditions

« an atomic operation Wait on S: (aka ‘Suspend_Until_True’,‘sem_wait,

Process P, : Wait (5):
if then

« an atomic operation Signal on S: (aka ‘Set_True,

Process P : Signal ()

w then the variable S is called a Semaphore in a scheduling environment.

0x00000000

0x00000001

, =Sema

, =Count

UM Any context switch
needs to clear

for_enter: .
reservations

end_for_enter

, [r31
, wait_1 ; if Semaphore
#1 ; dec Semaphore
, 3] ; try update
, wait1 ; if touched
5 sync_memory _

Critical section

for_enter
end_for_enter:

operating

P,

sem_post; ...)

then

else

, =Sema
, =Count

for_leave:

)

end_for_leave

. 03]
, wait 2

for_leave
end_for_leave:

; if Semaphore = 0
dec Semaphore
try update
if touched

| Critical section |

Mutual Exclusion

Semaphores

Semaphore := 1

task body Pi is

task body Pj is

begin begin

loop

end loop;
end Pi;

oop

------ non_critical_section_j;

end loop;

end Pj;




Mutual Exclusion - Mutual Exclusion : Mutual Exclusion

Semaphores Semaphores Summary

Mutual Exclusion
sk body Pi is task body Pj i task body Pj is . e c .
* Definition of mutual exclusion

non_critical_section_i; non_critical_section_j;

non_critical_section_i; section_j;  Atomic load and atomic store operations

« ... some classical errors

« Decker's algorithm, Peterson’s algorithm
« Bakery algorithm

end loop ¢ Realistic hardware support
end Pj; « Atomic test-and-set, Atomic exchanges, Memory cell reservations
* Semaphores
« Basic semaphore definition

maphores







